EDUSCHOOL JOURNAL OF COMPUTER SCIENCE
RESEARCH STUDIES (EJCSRS)

(Open Access, Double-Blind Peer Reviewed Journal)

EDUSCHOOL ISSN Online: ISSN Print

ACADEMIC RESEARCH & PUBLISHERS

Federated Learning: Privacy-Preserving Distributed Training

Kochumol Abraham

Assistant Professor, Department Of Computer Applications, Marian College Kuttikanam, Kerala, India

Article information

Received: 13" December 2025 Volume: 1
Received in revised form: 15" January 2026 Issue: 1
Accepted: 16" February 2026 DOI: https://doi.org/10.5281/zen0do.18979096

Available online: 121" March 2026

Abstract

Federated learning enables collaborative machine learning training across distributed devices without centralizing
raw data. This paper examines privacy-preserving federated learning at scale using differential privacy and secure
multi-party computation (MPC). We analyze the Federated Averaging (FedAvg) algorithm and its variants
including FedProx, FedNova, and Scaffold for non-11D data distributions. Differential privacy mechanisms add
calibrated noise to gradients, providing formal privacy guarantees with (¢,8)-differential privacy where typical
deployments use §=2-8. Secure aggregation through MPC protocols enables encrypted gradient aggregation
without revealing individual updates. We evaluate communication efficiency techniques including gradient
compression, quantization, and selective parameter updates reducing bandwidth by 10-100x. Performance
analysis across mobile keyboard prediction, medical imaging, and financial fraud detection demonstrates
competitive accuracy within 1-5% of centralized training while preserving privacy. Implementation challenges
include client heterogeneity, stragglers management, and Byzantine robustness. Our findings provide practical
guidance for deploying federated learning in healthcare, finance, and edge computing applications requiring
strong privacy protection.

Keywords:- Federated Learning, Differential Privacy, Secure Multi-Party Computation, Distributed Training,
Privacy-Preserving ML

I. INTRODUCTION

Machine learning models increasingly require training on sensitive personal data including medical
records, financial transactions, and user behavior patterns. Centralizing this data for training creates privacy risks,
regulatory compliance challenges, and data transfer bottlenecks [1]. Federated learning addresses these concerns
by training models collaboratively across distributed devices while keeping data localized on edge devices,
servers, or data silos.

The federated learning paradigm involves clients performing local training on private data and transmitting
only model updates to a central server for aggregation [2]. This architecture provides inherent privacy protection
by avoiding raw data transmission. However, gradient updates can still leak information about individual training
samples through model inversion and membership inference attacks [3]. Differential privacy and secure multi-
party computation provide formal privacy guarantees against these threats.
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This paper examines privacy-preserving federated learning at scale, analyzing differential privacy
mechanisms for gradient perturbation, secure aggregation protocols for encrypted computation, and
communication optimization techniques for bandwidth-constrained deployments. We evaluate performance trade-
offs between privacy guarantees, model accuracy, and system efficiency across diverse application domains.

Il. FEDERATED LEARNING FUNDAMENTALS

A. Federated Averaging Algorithm

The Federated Averaging (FedAvg) algorithm forms the foundation for practical federated learning
systems [2]. In each communication round t, the server selects a subset of K clients from total N clients. Each
selected client k performs E local training epochs on local dataset D_k, computing gradient updates:

i = wt = VL (wh) &)

The server aggregates client updates through weighted averaging:
K
Ny
t+1 — _K o t+1
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Where n_k represents the number of samples at client k and n =X n_k. This process repeats for T rounds
until convergence. FedAvg reduces communication rounds by 10-100x compared to synchronized SGD through
local training, crucial for bandwidth-limited deployments [4].
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Fig. 5: Federated learning workflow showing model distribution, local training at client devices,
and secure aggregation with differential privacy

B. Non-I1D Data Challenges

Real-world federated deployments encounter non-independent and identically distributed (non-11D) data
across clients [5]. Data heterogeneity manifests as:

e Label distribution skew where clients have different class distributions
o Feature distribution skew from varying data collection processes
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e Quantity skew where some clients possess significantly more data. Non-iid data degrades convergence,
causing accuracy loss of 5-20% compared to 11D scenarios.

FedProx addresses non-11D challenges by adding a proximal term to the local objective:
minL, (w) + ; Il w—wq I? 3)

This regularization keeps local updates close to the global model, improving stability [6]. Scaffold uses
control variates to correct client drift, achieving convergence rates comparable to IID settings. FedNova
normalizes aggregation weights by number of local steps, handling heterogeneous local training [7].

I1l. DIFFERENTIAL PRIVACY
A. Privacy Guarantee Formulation

Differential privacy provides mathematical privacy guarantees by ensuring that model outputs remain
statistically similar whether any individual's data is included or excluded [8]. A mechanism M satisfies (&,8)-
differential privacy if for all neighboring datasets D and D' differing in one sample: P[M(D) € S] <exp(g) P[M(D")
€S]+3d

The privacy parameter € controls the privacy-utility trade-off: smaller & provides stronger privacy but
reduces model accuracy. Typical deployments use €=2-8 balancing privacy and utility. The failure probability &
is set to & < 1/n where n represents the dataset size, typically =107 to 10°¢ [9].

B. Gradient Perturbation Mechanisms

The Gaussian mechanism adds calibrated noise to gradients to achieve differential privacy [10]. For
gradient g with L2 sensitivity S, the mechanism adds noise: § = g + N(0, 02S?I) where noise scale ¢ =
(2S/e)V(2In(1.25/8)) provides (&,3)-DP. Gradient clipping bounds sensitivity: g_clip =g * min(1, C/||g||) preventing
outlier gradients from requiring excessive noise.

The privacy cost accumulates across training iterations through privacy accounting. The moments
accountant technique tracks privacy budget consumption more tightly than basic composition, allowing 10-100x
more iterations for fixed privacy budget [11]. Table 1 presents accuracy vs. privacy trade-offs for CNN training
on MNIST.

Table 1. Differential Privacy Impact on Accuracy

Privacy (&,0) Noise 6 | MNIST Acc | CIFAR-10 Acc
No DP 0 99.2% 84.3%
(8,10°%) 0.8 98.4% 79.1%
(2,107 3.2 96.1% 71.8%
(1,107 6.4 93.7% 65.2%

IV. SECURE MULTI-PARTY COMPUTATION
A. Secure Aggregation Protocol

Secure aggregation enables the server to compute aggregate gradient sums without observing individual
client updates [12]. The protocol proceeds in four phases:

e Clients establish shared secrets through Diffie-Hellman key exchange,
e Each client masks its gradient g_k with pairwise random masks: G, = g, + Z Tiej_
e Server sums masked gradients: ¥ G, = X g, +X(x; — Tix)
e Pairwise masks cancel yielding the true aggregate ; g;.
The protocol provides cryptographic security: the server learns only the aggregate gradient, not individual
contributions. Clients use threshold secret sharing to handle dropouts—if fewer than threshold T clients drop,

aggregation succeeds. Modern implementations achieve 2-5x overhead compared to plaintext aggregation for
1000+ clients [13].

B. Homomorphic Encryption

Homomorphic encryption enables computation on encrypted data without decryption [14]. Additive
homomorphic schemes like Paillier encryption support encrypted gradient aggregation:

Enc(g!) @ Enc(g®) = Enc(g' + g?) 4)
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The server computes encrypted sums without accessing plaintext gradients. However, homomorphic
encryption introduces 100-1000x computational overhead, limiting practical deployments to scenarios requiring
maximum security.

V. COMMUNICATION EFFICIENCY
A. Gradient Compression

Bandwidth constraints motivate gradient compression techniques [15]. Sparsification transmits only top-k
gradient elements by magnitude, reducing communication by 100-1000x% with error accumulation to preserve
convergence. Quantization compresses gradients to 1-8 bits through:

M- {—1,+1) (5)
5 :

gq = sign(g) «
For sign-based quantization, achieving 32x compression. Structured compression including low-rank
factorization and randomized sketching provide alternative trade-offs.

B. Client Selection and Scheduling

Systems with thousands of clients cannot train all clients each round due to communication and
computation constraints [16]. Client selection strategies balance convergence speed and fairness. Random
selection provides unbiased sampling but ignores data distribution. Importance sampling selects clients
proportional to gradient norms, accelerating convergence. Fair client selection ensures all clients participate
regularly, preventing bias toward well-connected devices. Asynchronous federated learning allows clients to
contribute updates at different times, handling stragglers and time zones.

VI. APPLICATIONS AND DEPLOYMENT
A. Healthcare Applications

Federated learning enables collaborative medical research without sharing patient data [17]. Multi-
institutional cancer detection models trained across hospitals achieve accuracy within 2% of centralized training
while preserving HIPAA compliance. COVID-19 prognosis models leverage federated training across global
health systems, combining insights from diverse patient populations. Differential privacy with =8 provides
formal privacy guarantees acceptable for medical applications.

B. Mobile Keyboard and Recommendation

Google's Gboard keyboard uses federated learning for next-word prediction, training on millions of mobile
devices [18]. The system employs secure aggregation and differential privacy, processing 10° client updates per
day with £=6.4. Recommendation systems benefit from federated collaborative filtering, learning user preferences
without centralizing behavioral data. Privacy-preserving federated learning achieves 92-95% of centralized
accuracy for these applications.

VII. CONCLUSION

Federated learning enables privacy-preserving collaborative machine learning at scale through local
training and encrypted aggregation. Differential privacy provides formal privacy guarantees with typical privacy
budgets §=2-8 resulting in 1-5% accuracy loss. Secure multi-party computation enables encrypted gradient
aggregation with 2-5x computational overhead. Communication efficiency techniques including gradient
compression and client selection reduce bandwidth by 10-100%, making federated learning practical for mobile
and 10T deployments.

Future research directions include improving convergence for extreme non-11D scenarios, developing
adaptive privacy mechanisms that allocate budget dynamically, and creating federated learning frameworks for
emerging applications including federated reinforcement learning and self-supervised learning. As privacy
regulations strengthen globally, federated learning will become increasingly essential for machine learning on
sensitive data across healthcare, finance, and consumer applications.
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