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Abstract

A change of a few pixel values, too small for a person to notice, can flip the label a deep classifier assigns to an
image. Twelve years after that observation, the defensive picture has settled into two camps that are often confused
with one another. Empirical defences resist the attacks that were tried against them and carry no guarantee.
Certified defences return a proof that no perturbation inside a stated ball can change the prediction, and pay for
that proof in accuracy, in compute, or in both. This review covers thirty two works. We describe the attack surface
by what the adversary is assumed to know, we trace why a long run of empirical defences was broken by adaptive
attacks, and we compare three certification strategies: exact solvers, convex relaxation with bound propagation,
and randomized smoothing. Two findings deserve emphasis. Robust accuracy on standard benchmarks remains
far below clean accuracy, and the gap is not closing quickly. And an evaluation that does not include an adaptive
attack tells the reader almost nothing.

Keywords:- Adversarial Examples, Certified Robustness, Randomized Smoothing, Adversarial Training, Neural
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I. INTRODUCTION

Szegedy and colleagues reported something odd in 2014. Take an image a network classifies correctly, add
a perturbation chosen by optimisation, and the network changes its answer while a human sees no difference [1].
The perturbation was tiny. The failure was total. That paper started a line of work that is now large enough to need
maps rather than summaries.

Goodfellow and colleagues gave the first cheap attack and a first explanation, arguing that the vulnerability
comes from local linearity rather than from overfitting [2]. Papernot and colleagues mapped the attack surface [3].
Carlini and Wagner built an optimisation attack strong enough to break defences that had claimed success against
weaker ones [4]. Biggio and Roli put the whole thing in the context of a decade of earlier work on adversarial
machine learning [14]. Akhtar and Mian catalogued the computer vision case in particular, and the size of their
bibliography by 2018 says something about how fast the area grew [15].

The reason to care is not academic. Classifiers now sit inside inspection systems, identity checks and
intrusion detection pipelines [31]. An attacker who can move a decision with an imperceptible edit has a capability
that ordinary software security does not cover. This review sorts what is known into attacks, empirical defences,
and certification, and it states plainly which claims in each category survive scrutiny.
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Il. THREAT MODELS

Nothing in this field means anything without a threat model. Three things need stating: what the adversary
knows, what the adversary can change, and what counts as success. Knowledge runs from full white box access
through score based queries to label only queries. Figure 1 lays out the three levels with the attacks that belong to
each.

The change is usually bounded by a norm. An L-infinity budget caps how far any single pixel may move,
and it dominates the literature because it is easy to optimise against. L-2 budgets cap total energy. Neither
corresponds well to human perception, which is a known weakness of the whole formulation. Physical attacks
abandon norms altogether: Kurakin and colleagues showed that printed adversarial images survive a camera [13],
and Eykholt and colleagues put stickers on road signs and moved a classifier reliably across viewing angles [12].

1. ATTACKS

White box attacks follow the gradient. FGSM takes one signed step [2]. Projected gradient descent iterates
that step inside the norm ball and remains the standard baseline [7]. The Carlini and Wagner formulation replaces
the constraint with a penalty and solves for the smallest perturbation that changes the label [4]. AutoAttack bundles
four diverse attacks, removes the step size choices that let weak evaluations look strong, and has become the
default reporting tool [25].

Black box attacks need more work but assume less. The transfer route trains a surrogate model on queried
labels, attacks the surrogate, and sends the result to the target [5]. It works often enough to be a practical concern
for any deployed image API. Table 1 lists the main attacks with their assumptions.

Table 1. Attacks discussed in this review, with the access each one assumes and the idea it rests on.
Descriptions follow the cited papers.

Attack Access Core idea Source
FGSM White box One signed gradient step [2]
PGD White box Iterated stepsbglrlmected to the 7]
Carlini and White box Minimise p_erturbatlon size [4]
Wagner directly
AutoAttack White box Ensemble with no free parameters [25]
Surrogate transfer Bl?ggetl)sox, Attack a locally trained substitute [5]
Physical patch Black box Printed marks robust to viewpoint [12], [13]
White box Black-box; scores Black -box;labels
gradients) weights, output probabilities op-1 %\'uisiun
architkcture orly orfly
¥
FGSM [2], PGD [7] transfer attacks [35] decision boundary
CW [4], AutoAntack [25] surrogate training search, physical [12]
attacker capability decreases from left to vight

Figure. 1: Threat models ordered by adversary knowledge, with the attacks that operate at each level.

IV. EMPIRICAL DEFENCES, AND WHY SO MANY FAILED

Between 2016 and 2018 dozens of defences were published and then broken, usually within months.
Athalye and colleagues explained the pattern in one paper: most of those defences did not remove the adversarial
examples, they made the gradient useless to the attacker [8]. Shattered gradients, stochastic gradients and
exploding gradients all produce the same symptom, which is that a gradient based attack fails while the
vulnerability remains. Replace the gradient with an estimate and the defence collapses.
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Tramer and colleagues extended the lesson with a set of case studies, showing that an attack adapted to the
specific defence beats a standard attack nearly every time [26]. Detection based schemes such as feature squeezing
[11] fall to the same treatment. The practical rule that came out of this period is simple. A defence evaluated only
against fixed attacks has not been evaluated.

Adversarial training survived. Madry and colleagues framed training as a saddle point problem and solved
the inner maximisation with projected gradient descent [7]. TRADES makes the trade off between clean and
robust accuracy explicit in the loss [21]. Neither gives a guarantee, but neither has been broken in the way the
gradient masking defences were. Rice and colleagues then found that robust overfitting is severe in this setting,
and that early stopping recovers much of what elaborate schemes claim to add [27].

V. CERTIFIED DEFENCES
A. Exact verification

Exact methods answer the question completely. Reluplex extends a simplex solver to handle ReLU
constraints [6], and mixed integer formulations do the same through standard optimisation machinery [23]. The
answer is sound and complete. The cost grows badly with network size, so this family stays useful for small safety
critical networks rather than for image classifiers of realistic depth.

B. Relaxation and bound propagation

Relaxation trades completeness for speed. Wong and Kolter bound the output over a convex outer
approximation of the reachable set [9]; Raghunathan and colleagues use a semidefinite relaxation [10]; CROWN
propagates linear bounds through general activations [16]; DeepPoly gives an abstract domain for the same
purpose [17]. Interval bound propagation is looser still but cheap enough to include inside training, which is how
Gowal and colleagues reached certified accuracy on larger images [24]. Beta-CROWN combines bound
propagation with branch and bound and closes much of the gap back towards completeness [29].

C. Randomized smoothing

Smoothing takes a different path. Build a new classifier that returns the most likely label under Gaussian
noise added to the input, and the resulting function is provably robust in an L-2 ball whose radius follows from
the margin between the top two class probabilities [18]. The proof does not depend on the architecture, which is
why this family scales to networks that verification cannot touch. Lecuyer and colleagues reached a related result
through a differential privacy argument [19], and Salman and colleagues improved the radius by training the base
classifier adversarially under noise [20].

The limitations are equally clear. Certification is probabilistic, since the class probabilities are estimated
by sampling. Prediction becomes expensive, because each answer needs many noisy forward passes. And the
guarantee is L-2 shaped, which does not transfer to the L-infinity threat model that most attacks use. Li and
colleagues survey the whole certification landscape and reach similar conclusions [30].

Table 2. Certification strategies compared on the guarantee returned and the reported limits, as
described by the cited works.

Strategy Guarantee Main limit Source
Exact solvers Sound and complete Network size [6], [23]
. . Bounds loosen with [9], [10], [16],
Convex relaxation Sound, incomplete depth [17]
Bour_1d propagation Sound, incomplete Clean accuracy cost [24], [29]
in training
Randomized Probabilistic, L-2 ball | Many forwardpasses | 111 1197 o0
smoothing per prediction

Volume: 1| Issue: 3 | (Jul-Sep) — 2026 | www.eduresearchjournal.com/index.php/ejcsrs |



http://www.eduresearchjournal.com/index.php/ejcsrs

Exact solvers
[6],[23]

Convex relaxation
and bound propagation
|9 [10], [16]. [17], [29]
Randomized smoothing

18], [19], [20

. ® (81, (193, 20]

3 e

g

=]

=

=

o

E certified: a proof for every input inside the ball

7=

5 L. -

ga empirical: no guarantee, only resistance 1o tested attacks

2 . . e

,'j Adversarial training
(7). 121]

Input preprocessing
[1]

Scales to large networks

Figure. 2: Defence families placed by guarantee strength and by how far they scale. Positions are
qualitative and follow the claims made in the cited papers.

VI. WHAT ROBUSTNESS COSTS

Robustness is not free, and the price shows up in three places. Clean accuracy drops: Tsipras and colleagues
argue this is not an artefact of poor training but a property of the problem, since robust and accurate features can
genuinely conflict [22]. Training cost rises, because every step of adversarial training runs an inner optimisation.
And certified accuracy sits well below empirical robust accuracy, which itself sits well below clean accuracy.

RobustBench collects evaluations under a fixed protocol and makes the size of these gaps hard to ignore
[28]. Anyone quoting a robustness number from a single paper should check it there first. Interpretability tools
are sometimes proposed as a diagnostic for why a model breaks [32], though explanation and certification answer
different questions and should not be substituted for one another.

Works cited here
o
f

Attacks Empirical Certification Evaluation
defences and surveys

Figure. 3: The thirty two works cited here, coded by the role they play in this review. The chart
counts our own reference list and reports no experimental result.

VIl. OPEN PROBLEMS

Four gaps stand out. Norm bounded perturbations are a proxy for imperceptibility and a poor one, yet
almost the entire literature is built on them. Certification for L-infinity threats at ImageNet scale remains out of
reach. Robust overfitting has a diagnosis [27] but no clean cure. And the transfer of all of this to the physical
world, where lighting, angle and printing intervene, is studied far less than the digital case [12], [13].
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VIIl. CONCLUSION

The field has produced one durable empirical method and one durable certified method. Adversarial

training with a strong inner attack is the empirical option, and randomized smoothing is the certified option that
scales. Everything else either serves smaller networks or has been broken.

For a practitioner the sequence is short. Decide the threat model before writing any code. Evaluate with

AutoAttack and at least one attack adapted to your specific defence [25], [26]. Report clean accuracy, empirical
robust accuracy and, where a guarantee is needed, certified accuracy with its radius. Papers that skip the third step
are describing resistance, not robustness, and the difference matters when a classifier sits in a security path.
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