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Abstract

A prediction interface gives away more than a prediction. Query it enough times and an attacker can rebuild a
working copy of the model, decide whether a particular record was in its training set, or in some settings recover
the record itself. This review covers thirty three works and separates two attack families that are often treated as
one. Extraction targets the model as intellectual property; inference targets the people whose data trained it. We
trace the progression from the first prediction APl attack to modern likelihood ratio tests that succeed at low false
positive rates, and we explain why average case accuracy is the wrong way to report a membership attack. On the
defensive side we group techniques into prevention, obstruction and attribution, and we note that only the first
carries a formal guarantee. Two conclusions stand out. Overfitting drives membership leakage but does not fully
explain it. And watermarking, the industry favourite for extraction, has weaker guarantees than its adoption would
suggest.

Keywords:- Model Extraction, Membership Inference, Machine Learning Privacy, Differential Privacy, Model
Watermarking, Prediction API, Threat Model.

I. INTRODUCTION

Machine learning is sold as a service. A client sends an input and receives a prediction, and the weights
stay on the provider side. That arrangement is supposed to protect two things at once: the provider's investment
in training, and the privacy of whoever supplied the training data. It protects neither as well as it appears to.

Tramer and colleagues showed the first half in 2016. With enough queries to a prediction API you can
reconstruct a model that behaves like the original, sometimes exactly, and the query budget was small enough to
be affordable [3]. Shokri and colleagues showed the second half a year later: given only the output for a record,
an attacker can often tell whether that record was used in training [5]. For a model trained on medical records,
that is a disclosure about a person, not about a model.

The two attacks are frequently discussed together and they have different victims. Extraction is a theft of
intellectual property. Inference is a privacy breach. The defences differ accordingly, and conflating them leads to
the mistake of deploying a watermark and believing the training data are now protected. Figure 1 lays out the
shared attack surface. Three surveys cover parts of this ground [26], [29], [31]; our aim is to state the distinction
sharply and to be direct about what the defences guarantee.
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Figure. 1: One interface, three goals. Extraction targets the model, inference targets the training data, and
both work through the same query channel.

Il. STEALING THE MODEL

Extraction has two goals that pull in different directions. High accuracy extraction wants a model that
performs well on the task. High fidelity extraction wants a model that agrees with the target on every input,
including the inputs where the target is wrong. Jagielski and colleagues drew that distinction and showed the

second is much harder [18].

Method matters less than query strategy. Knockoff nets query the target with images drawn from an
unrelated public pool, then train a student on the returned scores, and reach useful accuracy without any data from
the original distribution [15]. Chandrasekaran and colleagues made the connection to active learning explicit,
which reframes extraction as a query efficiency problem with a well studied theory behind it [19]. For simple
model classes, exact recovery through equation solving is possible [3].

Defences fall into three layers, shown in Figure 2. Obstruction perturbs the returned confidence scores,
trading a little utility for a worse training signal [17], or watches the distribution of incoming queries for the
unnatural patterns that extraction produces [14]. Attribution accepts that the model may be stolen and tries to
prove it afterwards, which is what watermarking does: embed a signal in the weights [7], or in the behaviour on a
secret trigger set [9], or entangle the mark with the task itself so that removing it costs accuracy [23].

The uncomfortable finding is about watermarking. Lukas and colleagues evaluated image classification
watermarks against a broad set of removal attacks and found that most schemes fail under an adversary who is
willing to spend a modest amount of compute [25]. Watermarking is worth deploying. It is hot worth relying on.

Table 1. Extraction attacks and defences, with what each one assumes or provides, following the cited

papers.
Technique Type Assumption or guarantee Source
Equation solving Attack Simple model class, score outputs [3]
Knockoff nets Attack Unrelated public query pool [15]
Active Igar_ning query Attack Query budget is the binding cost [19]
lesign
Output perturbation Defence Utility loss, no guarantee [17]
Query monitoring Defence Detects abnormal query patterns [14]
Watermarking Defence Attribution Ofrélgigi l|;T=(renoval shown [71, [[E;]é][ZS],

I1l. INFERRING THE TRAINING DATA

A. Membership inference

The question is narrow and the consequences are not. Was this record in the training set? Shokri and
colleagues answered it by training shadow models on data from a similar distribution, then training a classifier to
recognise the output patterns a model produces for members [5]. Salem and colleagues stripped away most of the
assumptions and showed the attack still works with a single shadow model, or none [12].
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Yeom and colleagues connected leakage to overfitting, which gave the field a useful intuition and, taken
too far, a misleading one [8]. Overfitting is sufficient for membership leakage. It is not necessary. Well generalised
models still leak on their atypical training points, which are exactly the records that identify individuals.

Choquette-Choo and colleagues removed the last convenient assumption by mounting the attack with only
the predicted label, no confidence scores [20]. Nasr and colleagues extended the analysis to white box and
federated settings, where an adversary who sees updates has more to work with than one who sees outputs [13].
Zhu and colleagues showed that shared gradients alone can leak the training input [16], which bears directly on
federated deployments [33].

B. Reporting these attacks honestly

Carlini and colleagues made an argument that changed how this work should be reported [24]. A
membership attack with fifty five percent average accuracy sounds weak. But an attack that is right about a small
number of records with near certainty is a serious breach, and average accuracy hides it. They recommend
reporting the true positive rate at a low fixed false positive rate, and evaluating per example rather than in
aggregate. Song and Mittal reached a similar conclusion from a different direction [22], and Ye and colleagues
built a hypothesis testing framework around it [28].

Anyone reading older results should apply the correction. Papers reporting only average accuracy
understate the risk for the most vulnerable records, and those are the records that matter.

C. Beyond membership

Model inversion reconstructs a representative input for a class rather than deciding membership, which
Fredrikson and colleagues demonstrated on face recognition [1]. Property inference recovers global facts about
the training distribution that the provider never intended to publish [10]. Extraction of verbatim training data is
now documented for large language models [21] and for diffusion models, where individual training images can
be regenerated [30]. Tramer and colleagues added a poisoning step that raises the leakage of targeted records,
which turns a passive attacker into an active one [27]. Table 2 sets out the family.

Table 2. Inference attacks grouped by what the adversary learns and what access is required, as reported
in the cited works.

Attack What is learned Access needed Source
M_embershlp Was this record trained on Scores, or labels only [5], [12], [20]
inference
White box and . . .
federated Membership, from updates Model internals or gradients [13], [16]
Model inversion A class representative input Scores [1]
_Property Facts about the training set Model access [10]
inference
Verbat_lm Actual training records Generation interface [21], [30]
extraction
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differential privacy in training [4]

Prevention knowledge transfer [6]

oulpul perturbation [17]

{ Il' et i 1l
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Figure. 2: Defences grouped by when they act. Only the prevention layer carries a formal guarantee.
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IV. DEFENCES AND WHAT THEY GUARANTEE

Differential privacy is the only prevention with a formal guarantee. The definition bounds how much any
single record can change the output distribution [2], and DP-SGD applies it to deep learning by clipping per
example gradients and adding calibrated noise [4]. PATE reaches a similar end through knowledge transfer from
an ensemble of teachers trained on disjoint partitions [6]. The guarantee is real and it is bought with accuracy,
particularly on the rare classes that matter most in medical and financial work.

Empirical defences carry no such guarantee. Adversarial regularisation trains the model against a
membership attacker and reduces leakage against the attacks tested [11]. Whether it holds against a stronger
attacker is the same open question that dogs empirical defences elsewhere in security. Encryption based
approaches change the picture differently by keeping data confidential during computation rather than bounding
what the model memorises [32].

A note on privacy budgets. The epsilon values used in deployed systems are often far larger than the
theory's comfortable range, and a large epsilon means the guarantee is weak even though it is technically present.
Reporting the value, rather than reporting that differential privacy was used, is the minimum a reader needs.

Works cited here

(%]
1

Extraction Inference Defences Surveys and
attacks attacks evaluation

Figure. 3: The thirty three works cited here, coded by the role they play in this review. The chart
counts our own reference list and reports no experimental result.

V. OPEN PROBLEMS

Auditing comes first. Given a deployed model, how much did it actually leak? Formal bounds are loose
and empirical attacks are lower bounds, so the true value sits in a wide interval. Second, generative models.
Extraction and memorisation behave differently there [21], [30], and the defences designed for classifiers do not
transfer cleanly.

Third, the cost of privacy falls unevenly, and the classes that lose most accuracy under DP-SGD tend to be
the small ones. Fourth, the legal position. A right to erasure implies removing a record's influence from a trained
model, and no reviewed method achieves that without retraining.

VI. CONCLUSION

A prediction interface is an information channel, and this literature is the study of what flows through it.
Extraction and inference use the same channel and threaten different parties, so a provider needs a position on
both.

Three practical points close the review. Use differential privacy where the training data are personal, and
report epsilon rather than the fact of its use [2], [4]. Evaluate membership risk at low false positive rates, not on
average [24]. And treat watermarking as evidence for a later dispute rather than as a defence, given how it performs
under removal attacks [25].
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